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Abstract
The ERRIC Project Management Information System is a portal that allows all the
researchers involved in the project to:
− collaboratively work on the deliverables
− see and manage a global calendar of the important events in the project
− upload reports for conference participations, secondments or even project meetings
− upload their timesheets
− upload papers that have been sponsored by the ERRIC project
The portal is built on top of open-source technologies (the Drupal web framework, PHP
programming language, MySQL database) and has been successfully deployed, being
actively used by over 40 users.
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1. Functional Description
1.1 Overview
The ERRIC backend offers access to information and administration to its users through six
pages presented in what follows. The information delivered to the visitor is customized based
on its privileges and its area of interest (the workpackages he is involved in). The roles that
are assigned to users are described in section 1.7. The ERRIC backend offers support for
document management and it is organized around the most important types of documents of
the project: deliverables, meeting reports, scientific articles and timesheets. All documents are
versioned and timestamped. Another key function provided by the web application to its users
is the customized calendar where each member of the project can see the deadlines, meetings
and other important dates.

1.2 Deliverbles Page
The central page of the ERRIC portal presents the structure of the project with all the
deliverables organized in workpackages. The list of deliverables displayed is customized for
each user based on its roles in the project. For example, someone who works only on
workpackage 2 sees only D2.x deliverables, while for an administrator all deliverables are
visible.

Each workpackage has a leader whose name appears just below the workpackage name. As
you can see in the next image, for each deliverable the current final file and the deadline are
displayed. There is a history link and an edit link, but those are visible just for the users that
have enough privileges to modify the current deliverable.
A&C, UPB
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Also, there is an Expand sections button, which uncovers a table similar with the one in the
next image. That table contains all the sections (component parts) of the deliverable. Each
section has its own edit, delete and history links. As it was the case for the deliverables, these
links are visible only to the users with administration or management roles.

1.3 Calendar Page
One of the most important pages in the ERRIC portal is the calendar which contains an
overview of all activities that take place in a specific month. These activities are marked on
the whole interval they take place in. All activities are color coded as in the next image.

Above the calendar there is a filter where the user can select the types of events to be
displayed. This events can be: activities, deliverables, events, meeting reports and visits.

A&C, UPB
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Below is a screenshot of the calendar page in the ERRIC portal. As it was the case for
deliverables, only the activities the current user is allowed to see are displayed in the calendar.
For a high usability, there are links to the previous month and to the next month.

1.4 Reports Page
As each activity is documented in a specific report, there was a need to display in a
convenient way all the reports in the project. For that matter the reports page was built. On
this page, each user sees the reports in a color coded display. The colors are the same with
those used in the calendar. Edit and delete links are displayed to users with edit privileges on
the report. Clicking on the attachment name initiates a download action for the actual report.

A&C, UPB
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1.5 Timesheets Page
The timesheets page contains all the timesheets of ERRIC employees. Each user sees only his
timesheets, while the members of the management board and the workpackage leaders can see
all the timesheets. As the number of these timesheets is quite large, there are filters for month
and person name for higher usability. Also, download buttons were added.

1.6 Papers Page
As ERRIC is mainly a research project, a page to display all the scientific papers produced in
the framework of this project was built. As the next image shows, the list of articles can be
filtered by author name, title, or year.
A&C, UPB
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1.7 Users Administration Page
As it was stated before, all actions that an user initiates are checked against that user's
privileges. Moreover, the display of each page is customized based on the roles an user has in
the project. The roles in the project are: admin, advisory board, management board, normal
user and wp2-wp6 persons. A page for user administration was built. On this page, roles can
be added or removed to and from an user using the interface in the image below. This page
can be accessed only by the project manager.
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2. Technical Details
2.1 Overview
For implementing the Project Management Information System, we have chosen an opensource stack that is very common: Drupal (a PHP web framework) on top of a MySQL
database, coupled with 3rd party modules that can be obtained directly from the Drupal
website (www.drupal.org).
The key reasons for choosing these technologies were:
• ease of use. Here, the PHP and MySQL combination shines as one of the industry
classics, being documented and used by many. It is easy to quickly deploy such a
configuration on top of the Apache web server, and it is easy to find good hosting for
such a web application
• maintainability. Since it is easy for any programmer to pick up the technologies due to
the abundance of documentation, the custom code can be maintained quite easily.
Also, the need for custom code itself is minimal, due to the large number of 3 rd party
modules available on the Drupal website (over 5000 contributed modules). These
modules are not only open-source, but they are maintained to date by their authors,
and the community is actively watching them and patching them as bugs and security
holes appear. Not to mention that Drupal has a built-in mechanism for checking if
there are updates to modules.
• user friendliness of the final solution. Being used for high-profile websites such as the
White House (www.whitehouse.gov), or The Economist (www.economist.com),
Drupal has a track record of being highly configurable in terms of workflows for the
final users. Its impressive repository of over 1000 contributed themes back this
flexibility up with a diverse set of look and feels, able to satisfy any taste.
Our final solution had to give users easy access to information they are allowed to see
(workpackages, deliverables, uploaded reports, timesheets, calendar, etc.) and to allow them
to easily add the content they are supposed to contribute back, by using a quick access menu.
For historical purposes and traceability, all the activity of the users is kept into a log, and all
deliverable-related uploaded documents are versioned. In this way, no piece of information is
ever lost and we ensure that interested parties can follow the progress of the deliverables
while it is happening.

2.2 Drupal Web Framework
Drupal is an open-source PHP framework that allows users to create CMSs (Content
Management Systems) easily, and it powers over 1% of the web. It has been created in 2002,
and constantly developed ever since, up to the point of over 50.000 lines of code only for its
core functionality. In addition to the simple language it is written in, it has a large community
of over 700 000 users that are actively contributing to it. In addition to its vibrant community,
a large number of commercial ventures offer paid support, and help with migrations from one
problem to another. Constant progress is monitored at established world-wide conferences
(such as the DrupalCon, held twice a year, once in the US and once in Europe), where the
latest trends are set.
A&C, UPB
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It is formed from a core component, which contains the basic functionality, to which a
number of 3rd party modules can be added. It has native content versioning capabilities, and
content that can be posted in such a site can contain a number of fields of arbitrary types (tag
fields, link fields, autocomplete fields, fields that reference other content or users, etc.). In
order to cut down development time, based on developer-supplied meta-data, it is able to
automatically generate the administration back-end. Of course, the look and feel of this backend can be customized at will, as numerous projects demonstrate it.
Users that access a Drupal website are subject to a Role-Based Access Control (RBAC)
security system, in which every action is backed by a permission (for example, the permission
to “create news items”), and permissions are granted to roles. In our implementation, we have
the following roles: admin, management board, advisory board, normal user, wp2-wp6
persons.
Given the credentials for a database community (user, password and schema), Drupal is able
to automatically create all the tables it needs using a simple web installer. In our case, the
fully deployed version stores short of 100 tables, for storing content, users, permissions,
blocks to be displayed in the UI, files, user friendly URLs, etc.
Most of the administration from a development point of view is done from the web interface,
which is one of the major selling points of this technology, both for clients and developers.
Developers are able to specify how the website looks, arrange the on-screen items, create new
blocks or listings and even enter PHP snippets from the web interface.
For our implementation, we have chosen version 6 of Drupal. Even if at the time of the start
of implementation, the 7.0 branch was freshly out, in alpha version, we chose to implement
our functionalities in the more stable version, aiming to deliver a better user experience, with
less bugs. The 6.0 branch is still actively developed, and Drupal's internal update notification
mechanism lets us know each time when there is a security fix or update to a 3rd party module.

2.3 The MySQL Database
Drupal natively supports storing its data into a MySQL / PostgreSQL database. Given the
ubiquity of MySQL and the ease of install compared to PostgreSQL, we have chosen
MySQL. It is a well-supported technology and Drupal functions well regardless of the storage
engine configured, but for better data integrity (since in our case, performance isn't a key
factor), we have chosen InnoDb, which is a transactional storage engine.
MySQL supports the standard SQL dialect, both for DDL (Data Definition Language) and for
interrogating data (the actual query language). For the web application, we are using MySQL
version 5.1.49.
Our MySQL database, consists of 97 tables, among which the most important are:

A&C, UPB
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Users of the system, with MD5
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hash of their passwords.
node

Content produced by the users.
In our case, that would be
Events, Participation Reports,
Timesheets, etc.

files

Information about the uploaded
files.

content_type_deliverable

Information
deliverables.

about

the

node_revisions

Revisions of the content
introduced by the users. This is
actually how content gets
versioned.

views_view

Definitions of the listings of
content within the site – for
example the calendar, the list of
deliverables, etc.

One particularity of Drupal is that each contributed module, can define its own tables. For
example, that's where the views_view table comes from (from the views contributed module).
Drupal developers usually do not need to write SQL queries themselves, but they use the
Views module, that allows them to define listings of entities and their properties through a
user-friendly UI. This visual description of the query is then translated into actual SQL that
gets executed.

2.4 Drupal 3rd Party Modules Used
A number of thirty 3rd party Drupal modules have been used in the development of this
website. We will provide a list of these modules and provide a short description for each of
them.
Module name

Functionality

admin_menu

Administrative menu for the website admin. Provides quick
shortcuts and a more user-friendly menu than the default one.

advanced_help

Provides help pages for some of the most used modules. Useful
for developers.

auto_nodetitle

Allows users to enter content that has no title (which is a
mandatory field in Drupal). In order to get around this limitation,
it generates the title automatically.

calendar
cck
content_access
A&C, UPB

Displays a set of entities in a calendar, if they have a date field.
Allows entities to have a wider range of fields than the default
possibilities (for example, files or images).
Provides a granular, per content item access system.
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content_profile
content_taxonomy
ctools

Allows the user profiles to be normal content, just like others.
Provides a new type of field, a category field type.
Helper module for building customized pages.

date

Implements date-time functions regardless of the current PHP
version (there are some differences from version to version, and
this leverages these into a single API).

devel

Makes the website developer-friendly (for example, provides
reports with the list of queries executed on page views).

diff

Lets users perform the “diff” operation between to versions of the
same content. Useful for viewing differences between two
revisions of the same document.

features

Allows Drupal to export some database rows into custom modules
that get loaded into memory. In this way, those rows containing
meta-data can be versioned (using git, for example), and they are
loaded faster.

filefield

Lets contents have a field of type “file”.

filefield_paths

Allows the configuration of per-content-type upload path on the
server. This in turn translates into easier administration of the
filesystem on the server.

imageapi

General API on top of ImageMagick and PHP's built in image
capabilities that enables use of imaging in Drupal.

imagecache

Performs on-the-fly resizing of images and caches those resized
versions.

imagefield

Allows content to have a field of type “image”. This is actually
built on top of filefield.

jquery_ui

Integrates jQuery UI, a set of Javascript widgets into Drupal.

jquery_update
link

Allows the latest jQuery version to be used with Drupal.
Lets contents have a field of type “link”.

panels

Allows developers to define custom content blocks within pages
called “panels”. These can contain listings or even existing
content.

r4032login

Enables redirection to the login page for every other page, using
the HTTP status code 403 (forbidden), if the current user is not
logged in.

remember_me

Adds a “remember me” checkbox in the login form and performs
the necessary session handling in order to implement this.

rules

Allows administrators to define triggered actions for certain
conditions.

token

Lets developers use context-aware tokens (for example, current
user, or current page URL).

A&C, UPB
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views

Allows developers to define listings of content using an userfriendly UI. These listings get translated into SQL queries.

views_bulk_operations Allows developers to create forms out of listings.
viewslivefilters

Enables automatic AJAX filtering on AJAX-enabled listings.

2.5 Security Constraints
Deploying a website in today's internet is really like deploying it in the wild. There are a
number of security risks that a website must be protected against, and our portal is no
exception.
First, there is the famous SQL injection problem. This means that SQL queries generated
based on user input must contain sanitized versions of that input, so that the user cannot alter
the form of the query itself. Drupal handles this by never executing SQL queries directly, but
by using the db_query() API. This allows users to define placeholders where sanitized
versions of the user input will be placed automatically, just like in stored procedure. For
example, to get the username of a user with e-mail john@example.com, the correct API call
would be:
$mail = 'john@example.com';
$username = db_result(db_query(“SELECT name FROM {users} WHERE mail = '%s'”, $mail));

Of course, in order to benefit from this mechanism, developers should always separate user
input into placeholders. For core modules, there is a security advisory team that keeps an eye
on problems like this. They sometimes release 0-day security patches in order to avoid
spreading of problems in the wild whenever they discover them, and announce these patches
on a dedicated list.
Then, there is Cross Site Request Forgery. This means that attackers having a certain user's
cookies might try to send requests to the website just as the user would have sent them
himself. A classical example from Wikipedia is including the following image in a page
accessed by the user on a foreign website (let's say attacker.com):
<img src="http://bank.example.com/withdraw?account=bob&amount=1000000&for=Fred">

When visiting attacker.com, Fred will make a request to his bank without knowing it. Drupal's
solution to this is to not accept form submissions that do not possess a security token that is
based on Drupal's internal secret key (one key per installation), and the elements of the form.
Another important security concern is Cross Site Scripting (XSS). In this vulnerability,
website developers do not escape user entered content which is displayed in pages viewable
by other users, thus allowing them to inject arbitrary content in pages that might be accessed
by other users too. This injected Javascript code can then steal the cookies from other users
viewing that page, thus stealing their identity. A simple example of this is the user comments
in a website. The comments are viewable by anyone, and users should not be able to insert

A&C, UPB
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arbitrary scripts into those comments. Fortunately, Drupal processes user entered input using
a series of filters, and the default list of filters contains a Javascript cleanup filter.
Finally, on top of this hardened core that protects developers against common mistakes,
Drupal provides them with a strong Role-Based Access Control system, that is enforced
automatically whenever content is displayed for the given user. It automatically checks if the
current user has sufficient rights to view (or even edit/delete) the current content.
In order to accommodate the various needs for the different types of accounts on the Project
Management Information system, we have created a number of roles, each with its own
permissions:
admin

management wp2-wp6
board
persons

normal
user

advisory
board

access deliverables page

x

x

x

x

x

access calendar page

x

x

x

x

x

access reports page

x

x

x

x

access management
board reports

x

x

access papers page

x

x

x

x

access timesheets page

x

x

x

x

access document templates

x

x

x

x

x

(Note: these are just part of the permissions associated with the roles mentioned earlier, and
that is why some roles seem to be identical).

2.6 Deployment
The web application is deployed at the URL www.erric.eu/backend. The server is powered by
a Quad-Core Xeon X5472@3.00 Ghz processor, with 6MB of L2 cache and 8GB of RAM.
The storage is a pair of two 160GB Western Digital SATA II hard-drives, running at 7200
RPM. The operating system is Debian Linux 5.0, running a 2.6.26 kernel with OpenVZ
support. Actually, for security reasons, the website is running in an OpenVZ container (an
operating-system-level virtualization technology based on the chroot API), in order to better
isolate the host operating system from applications running on top of it. Our server lays in an
air conditioned server room, with KVM switches and remote access to power management
facilities.
On the software side, we are using the Apache 2 webserver, together with mod_php and PHP
5.2.6 for interpreting the PHP scripts. In order to achieve user-friendly URLs, we have also
activated mod_rewrite, and Drupal contains a default .htaccess file which instructs Apache to
use links with user-friendly URLs. For the database engine, we are using MySQL 5.1.49.
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Since we are also managing the erric.eu domain name, users which are members of the
projects can also request to have an @erric.eu e-mail address. For now, we've created two,
one for contact (info@erric.eu), and one for addressing the website admin (admin@erric.eu).
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